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SUBJECT CARD
Name of subject in Polish: Internet rzeczy …………………………………….
Name of subject in English: Internet of things………………………………….
Main field of study (if applicable): Computer Science ………………………. 
Specialization (if applicable): Computer Systems Design …………………..
Profile:  academic / practical*
Level and form of studies: 1st/ 2nd level, uniform magister studies*, full-time / part-time studies*
Kind of subject: obligatory / optional / university-wide*
Subject code INZ4467
Group of courses YES / NO*
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	Lecture
	Classes
	Laboratory
	Project
	Seminar

	Number of hours of organized classes in University (ZZU)
	15
	
	
	
	30

	Number of hours of total student workload (CNPS)
	30
	
	
	
	30

	Form of crediting
	Examination / crediting with grade*
	Examination / crediting with grade* 
	Examination / crediting with grade*
	Examination / crediting with grade*
	Examination / crediting with grade*

	For group of courses mark final course with (X) 
	
	
	
	
	

	Number of ECTS points
	1
	
	
	
	1

	including number of ECTS points for practical (P) classes 
	0
	
	
	
	0

	including number of ECTS points for direct teacher-student contact (BK) classes
	0,6
	
	
	
	0,6


*delete as applicable
	[bookmark: table03]PREREQUISITES RELATING TO KNOWLEDGE, SKILLS AND OTHER COMPETENCES
1. Basic knowledge of the construction and organization of computer systems
2. Basic knowledge of the construction and operation of computer networks
3. Basic skills for searching, systematizing, and presenting knowledge  


\
	[bookmark: table04]SUBJECT OBJECTIVES
C1 Familiarize students with architectures of systems of Internet of things (IoT) 
C2 Familiarize students with the advantages and dangers of using the Internet of things
C3 Familiarize students with hardware solutions and algorithms used within Internet of things
C4 Improve the ability to search, systematize, and present knowledge
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	SUBJECT LEARNING OUTCOMES
relating to knowledge:
PEU_W01 Student knows various architectures of systems of Internet of things (IoT)
PEU_W02 Student knows the pros and dangers of using of Internet of things
PEU_W03 Student knows basic hardware solutions and algorithms used on Internet of things

relating to skills:
PEU_U01 Student can acquire and systematize knowledge
PEU_U02 Student can present his knowledge in the form of oral presentations

relating to social competences:
PEU_K01 Is ready to critically assess the content received, is aware of the importance of knowledge in solving problems.
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	PROGRAM CONTENT

	Lectures
	Number of hours

	Lec 1
	Introduction - definition of the Internet of Things, applications and limitations, open and closed systems, star architecture, graph and cloud, IoT operating modes
	2

	Lec 2
	Architecture of an exemplary closed IoT system
	2

	Lec 3
	The architecture of the sample open IoT system (open authorization systems, open-APIs, open hardware platforms)
	2

	Lec 4
	Distributed processing and communication in IoT systems (static and dynamic routing, channel management, power management, device classification: consumers and producers)
	2

	Lec 5
	IoT standards (hardware, communication algorithms, formats and data processing)
	2

	Lec 6
	Security of IoT systems - classification of threats and their causes, threats to the hardware and software layer, internal and external. Current state of IoT systems security and examples of threats.
	2

	Lec 7
	Evaluation of IoT systems - life time, data security, structural flexibility, cost, continuity and durability. Erosion factors of IoT system (legal changes, economic changes, random and targeted elements)
	2

	Lec 8
	Directions for the development of the Internet of Things, opportunities and threats - miniaturization, self-sufficiency, intelligent environments and the Internet of Humans
	2

	
	Total hours
	15
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	Classes 
	Number of hours

	Cl 1
	
	

	Cl 2
	
	

	Cl 3
	
	

	Cl 4
	
	

	..
	
	

	
	Total hours
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	Laboratory
	Number of hours

	Lab 1
	
	

	Lab 2
	
	

	…
	
	

	
	Total hours
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	Project
	Number of hours

	Proj 1
	
	

	Proj 2
	
	

	…
	
	

	
	Total hours
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	Seminar
	Number of hours

	Sem 1
	Introduction, presentation of rules for preparing and presenting content at the seminar, topics assignment
	2

	Sem 2
	Applications of systems based on the Internet of Things
	2

	Sem 3
	Limitations of systems based on the Internet of Things
	2

	Sem 4
	Architectures of systems of Internet of Things
	2

	Sem 5
	Wired and wireless communication in IoT systems
	2

	Sem 6
	Hardware standards in IoT systems
	2

	Sem 7 
	Open standards in IoT systems
	2

	Sem 8
	Aspects of security and threats of using the Internet of Things
	2

	Sem 9
	Legal aspects of building and using the Internet of Things
	2

	Sem 10
	Methods of evaluating systems of Internet of Things
	2

	Sem 11
	Erosion of systems of Internet of Things
	2

	Sem 12
	Directions for the development of the Internet of Things
	2

	Sem 13
	Opportunities, challenges and threats to build a smart environment
	2

	Sem 14
	Through the Internet of Things to the Internet of Humans - opportunities and threats
	2

	Sem 15
	Summary, discussion of evaluation
	2

	
	Total hours
	30
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	TEACHING TOOLS USED

	N1. Lecture
N2. Example elements of IoT systems (physical devices)
N3. Digital projector and analog pointer for presentations at the seminar








EVALUATION OF SUBJECT LEARNING OUTCOMES ACHIEVEMENT
	[bookmark: table0C]Evaluation (F – forming (during semester), P – concluding (at semester end)
	Learning outcomes number
	Way of evaluating learning outcomes achievement

	F1 (lecture)
	PEU_W01
PEU_W02
PEU_W03
	Short tests at the lecture, student activity, student answers to questions during the lecture (points awarded)

	F2 (seminar)
	PEU_U01
PEU_U02
PEU_K01
	Presentation and discussion on how to work with the projector and the indicator. Control of students preparation for the seminar, assessment of presentation accuracy (points awarded), assessment of participation in the discussion

	C - the final grade will be based on the partial scores obtained from F1 and F2, as follows:
Score = 50% * F1 + 50% * F2
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	PRIMARY AND SECONDARY LITERATURE

	PRIMARY LITERATURE:
[1] A. McEwen and H. Cassimally, "Designing the Internet of Things", 2013
[2] S. Greengard, The Internet of Things, MIT Press, 2015
[3] R. Stackowiak, "Big Data and the Internet of Things: Enterprise Information Architecture for a New Age", Springer, 2015

SECONDARY LITERATURE:
[1] C. Rowland, E. Goodman, M. Charlier, A. Light and A. Lui, "Designing Connected Products: UX for the consumer 
      internet of things" , O'Reilly, 2015
[2] A. Greenfield, "Everyware: The Dawning Age of Ubiquitous Computing", Pearson, 2006
[3] M. Presser, "IoT Comic book", Alexandra Institute, 2013
      (www.alexandra.dk/uk/services/Publications/Documents/IoT_Comic_Book.pdf)

	SUBJECT SUPERVISOR (NAME AND SURNAME, E-MAIL ADDRESS)

	     Maciej Huk, maciej.huk@pwr.edu.pl




*delete if not necessary
